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Abstract: One of the most significant applications of single-photon sources is secure 
quantum communication. In this research, the security of the most famous protocol of 
quantum key distribution (BB84) has been studied by considering the characteristics of a 
single-photon source. This paper derives the impact of propagation on photon statistics. 
The result reveals that the propagation leads to a change in its value, especially in long 
distances. Besides, the parameter deviation from an ideal source causes a decrease in the 
confident length. We achieved a difference of up to 1800 km for the safe distance by 
studying the relation for minimum transmission coefficient in available single-photon 
sources. 
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1. Introduction 

Quantum communication, which uses the 
laws of quantum mechanics, can guarantee the 
security of information [1] against the threat of 
quantum computers. Quantum communication 
has several branches and schemes, e.g. quantum 
key distribution (QKD), which is the most 
developed and widely studied. QKD distributes a 
shared random secret key between two users to 
encrypt and decrypt messages and implement 
a cryptographic protocol involving components 
of quantum mechanics [2-5]. Another branch is 
quantum secure direct communication (QSDC), 
which sends secret information directly through 
a quantum channel with provable security 
without setting up a key at the initial stage [6-8]. 
These branches can be divided into two main 
categories, depending on the type of quantum 
sources they are using: single-photon (SP) 
sources or entangled photon sources.  

In the case of QKD and the absence of 
channel noise, every SP-based QKD protocol has 
an entanglement-based counterpart and can be 
implemented with the same level of security. 
However, under empirical conditions, the 
employment of SP-based QKD protocols is more 
accessible due to the fragility of entanglement 
against de-coherence, amplitude damping, phase 
damping and squeezed generalized amplitude 
damping noises [9]. 

An ideal SP source (SPS) is a device that 
emits only an SP at any arbitrary time 
considering users’ demands. Due to the 
explosive growth of quantum communications in 
recent years, SPS has been studied extensively as 
an element for transmitting quantum information 
through the quantum network. However, these 
sources are not limited to QKD protocols, such 
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as BB84, COW, SARG04, E91 and B92, and are 
widely used in quantum communication, 
quantum computing and quantum state 
amplification [10-12].  

In this research, focusing on BB84 as a QKD 
protocol, the impact of real SPSs on security has 
been studied. QKD protocols have unconditional 
security if ideal devices, such as ideal SPS, SP 
detector (SPD) as well as the noiseless and 
lossless channel, are incorporated. Therefore, 
one of the main challenges of these protocols is 
non-ideal devices and some papers are modeling 
the impact of real SPS on security [13-16] and 
other real devices in quantum communication 
[17-25]. However, up to now, the effect of 
propagation on the security of the BB84 
protocol, which is the most famous protocol of 

QKD and is the primary point of this research, 
has not been studied.  

To achieve this goal, in Section 2, the emitted 
photons are being considered propagating in the 
fiber, and the photon statistics and the security 
model modification have been studied. Section 3 
deals with the simulation results and comparison 
of the effect of using different types of SPS on 
the security of the BB84 protocol. In this section, 
we focus on the available SPSs and examine the 
effect of their deviating from ideal sources on 
the security of this protocol. The employing 
model for different types of SPSs is the same and 
experimental values are used to achieve the 
result. Section 4 of the paper presents the results 
of the study. The flow chart for the steps of this 
research is as follow: 

 
2. Second Coherence Function after 
Going through the Path  

It is proved that the second coherence 
function ݃(ଶ)is described as [26-30]: 

݃(ଶ) = ൻൿ

ൻൿమ             (1) 

where ܽ
ற and ܽ are creator and annihilator 

operators of electromagnetic fields, respectively.  

This relation reveals that location and time 
parameters do not exist in ݃(ଶ) relation and it 
gives information about the emitted photon state 
(for number state ݃(ଶ)<1, for coherent state 
݃(ଶ)=1 and for thermal state ݃(ଶ)>1), but this 
formula is acquired in ݎ = 0 and its average is 
based on the state |߰(ݔ, ⟨(ݐ = |߰(0,0)⟩.  

The question arises as to whether the second 
coherence function persists after propagating. As 

we know, a wave packet disperses along the path 
and this dispersion is related to the probability 
density change. For achieving ݃(ଶ) in another 
location, the average should be calculated based 
on |߰(ݔ,  is the wave function in ⟨(0,0)߰|) ,⟨(ݐ
the zero time and location). Therefore, the 
relation will be modified after the path, 

g
ଶ(0) = ൻట(௫,)||ట(௫,)ൿ

ൻట(௫,)||ట(௫,)ൿమ =

⟨ట(,)|ො(ොିଵ)|ట(,)⟩
|⟨ట(,)|ො|ట(,)⟩|మ

√ଵାସ௧మ

(√ଵାସ௧మ)మ= 
⟨ො(ොିଵ)⟩

തమതതതത ඥ1 + 4݈ଶ/ܿଶ 

g
ଶ(0) = ݃(ଶ)(0,0)ඥ1 + 4݈ଶ/ܿଶ          (2) 

where l is the distance length and c is the speed 
of light. 
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The relation can limit the transmission 

coefficient: ܶ ≥  ଵ
ଵିସఓ

൬ௗ
ത

+ ത(మ)

ଶ
൰ [31] (see 

supplementary). After substituting Eq. (2) in this 
lower band, the result is: 

ܶ ≥  ଵ
ଵିସఓ

ቌௗ
ത

+
ത(మ)ටଵାరమ

ౙమ

ଶ
ቍ          (3) 

ത݊ is the photon-number average, d is the dark 
count rate and ߤ is a baseline signal error rate 
which contains imperfect-state preparation, 
channel decoherence and imperfect-polarization 
optics. 

We can define the channel loss according to 
ingoing (ܧ) and outgoing (ܧ௨௧) 
electromagnetic fields: 

Loss = −10 log ቀாೠ
ா

ቁ.  

Also, ܧ௨௧  can be described by ܧ and the 
transmission coefficient: 

ܧ × T = ௨௧ܧ , T = ாೠ
ா

  

where length ×  Loss = 10 log (T), length =
ଵ ୪୭ ()

୭ୱୱ
. 

By using the above relations, the minimum 
value for the transmission coefficient is: 

T୫୧୬ =
ଵ

ଵିସఓ
(ௗ

ത
+

ത(మ)

ଶ
ඥ1 + 4[10 (log (T))/(C. Loss)]ଶ) .   (4) 

Eq. (4) shows that because of the light speed 
C, the second term in the square root is 
negligible but for high loss, which is usually in 
long distances. This means that the wave packet 
dispersion should be considered in the ݃(ଶ)and 
T୫୧୬values over long distances. 

 

3. The Impact of Existing Single-
photon Sources on the Secure Length 

As we described in the previous section, it 

has been shown that ܶ > ଵ
ଵିସఓ

൬ௗ
ത

+ ത(మ)

ଶ
൰ [31]. 

We can conclude that if there is an ideal SPS, in 
which ത݊ = 1 and gଶ(0) = 0, the secure 
condition is T > ୢ

ଵିସμ
. However, we skip 

discussing the ideal SPS, because a real one is 
our concern. 

The effect of some real SPS on the security of 
the protocol can be compared. For investigating 
the behavior of T, the main applied assumptions 
are ത݊ = 1 and d=10-5 for the dark count value, 
2% for µ (acceptable value for proper protocols) 
and different values for g2(0), [32-33]. 

The function ݃(ଶ) for a real SPS is not zero. 
Therefore, it is also possible to consider it as a 
source emitting two-photon or three-photon 
states. For this system, the probability of the 
presence of a multi-photon state is very low (less 
than 0.1) and with a good approximation, it is 
assumed that the maximum multi-photon state is 
limited to two-photon state.  

By this discussion and using Eq. (4), the 
impact of different SPSs and the results for the 
related transmission coefficients are compared in 
Table 1. The ݃(ଶ) is described by the following 
relation: 

݃(ଶ) = ∑ (ିଵ)
∞
సబ

൫∑ 
∞
సబ ൯మ = ∑ (ିଵ)

∞
సబ

തమ  . 

While the photon-state distribution  is 
different for each source, the function ݃(ଶ) for all 
the compared sources comes from the 
experimental value [35-37]. For example, a 
distribution of weak coherent source is  =
݁ିఈమ ఈమ

!
. Moreover, for a heralded SPS, it is: 

  = [1 − (1 − ݀)(1 − ]݁ିఈమ(ߟ ఈమ

!
, where ߟ 

is the detection efficiency, d is the dark count 

rate and ߙ = ටగ
ଶ

Ω
ଶ ߬ ⁄ߢ  (Ω is the Rabi 

frequency for the creation photons, ߬ is the pulse 
width and ߢ is the photon-photon interaction of 
the system creating photons) [36]. 
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TABLE 1: The impact of different real SPSs on the value of transmission coefficients and secure 
length. 

Source g
ଶ(0) Wavelength (nm) Tmin 102 Secure length (km) 

Laser (nത = 0.1) 1 1550 0.49 100 
Single Molecule 0.09 500-750 0.015 340 
QD (InGaAs) 0.15 932 nm 0.019 270 
Ensemble (Rb, Cs) 0.25 Atomic line 0.24 210 
NV diamond (bulk) 0.07 640-800 0.13 390 
NV diamond (nano) 0.09 640-800 0.15 340 
PDC (multiplexed) 0.08 Vis-IR 0.14 360 
FWM (PCF) 0.01 Vis-IR 0.05 1000 
Carbon nanotube 0.01 640-800 0.05 1000 
Photon blockade 0.029 Vis-IR 0.083 600 
QD 0.0028 932 nm 0.026 1900 

 

Comparing the above values reveals that the 
minimum amount of T for ensemble (Rb, Cs) is 
higher than for the other SPSs (laser is not 
considered as an SPS). It can be concluded that 
employing this source should be accompanied by 
applying a better channel (with a lower loss) or 
operating at a shorter distance. The three last 
rows of Table 1 are newly presented sources, 
which are employed as optimal SPSs [35, 37] or 
as a scheme for increasing the key rate of QKD, 
such as SP blockade [36]. An SP blockade is 
defined as an SP that can impede the 
transmission of other photons, allowing a strong 
interaction between SPs. There are papers about 
this phenomenon and the relation of the 
probability of the emitted states and calculating 
its g2(0), but its Tmin has been estimated in Table 
1. 

Another result is about the secure length 
which is written in the last column. In Table 1, 
the secure length can be defined as the length in 
which 50% of information transfers. By this 
definition, the secure length = (50%)/Tmin, where 
50% is applied, because it is supposed to 
compare with 3 dB/km loss in many traditional 
channels. It should be considered that in a real 
operational test, the channel loss depends on the 
frequency of the source and the multi-mode or 
single-mode attribute of the channel. By 
comparing Table 1 contents, it is derived that 
three sources (four-wave mixing (FWM), carbon 
nanotube and a kind of QD) can be used for 
longer distances. The above values for secure 
length reveal the results comparatively. In 
addition to the above sources, other exotic 

schemes have been proposed recently, such as 
SPS based on Rydberg exciton blockade [38] or 
laser-corrected sub-natural-linewidth SPS [39], 
which can be investigated for developing 
quantum communication. If a method can 
increase this length for a particular source and 
can be employed for another source, probably 
the secure length can increase proportionally for 
the latter source. For example, preparing decoy-
state protocol (DSP) of the weak coherent pulse 
(WCP) of a laser is very acceptable in operating 
QKD [21], in this respect employing it for other 
sources to boost the result [36]. 

Investigating the behavior of T can be 
informative. Therefore, three kinds of different 
sources have been studied. For this purpose, the 
above assumption (nത = 1, µ = 2%, d = 10ିହ) 
and three values for g2(0): 0 (for the ideal SPS), 
1 (for a weak laser) and 0.09 (for a real SPS) are 
considered, where the results are shown in Fig. 
1. To recognize the difference between results, 
the figure is plotted on a logarithmic scale. It 
reveals that if a laser is chosen as a source in 
quantum communication, the channel should be 
more appropriate (with higher magnitude values 
for the transmission coefficient). Since there are 
no significant differences between the WCP and 
real SPSs in usual channels (in comparison with 
the ideal and real SPS), as a good approximation, 
the actual existing WCP can be employed 
without security concerns in short distances. This 
result is the reason why the WCP of the laser is 
very popular in QKD operation. 
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FIG. 1. The logarithm of transmission coefficient versus the average number of photons from three different 

sources. The curves: black for a weak laser, red for an ideal SPS and blue for a real photon source. 
 

Another investigation can be considered for 
the minimum value of T relative to ത݊; we have: 

ܶ =
ටଶௗ(మ)

ଵିସµ
  .           (5) 

By defining ത݊ = ത݊; in which: 

ത݊ = ට ଶௗ
(మ) .            (6) 

According to relation (3), there is a case in 
which the average number of the photons is 1 
and the value of the transmission coefficient is 
minimum. This situation leads to g2 = 2d. In this 
case, if the g2 value is equal to 2×10-5, the dark 

count is 10-5 and the error value is 2%, then the 
necessary value for the channel transmission is 
1.9 ×10-5, but as we know, this source is not yet 
introduced and the minimum condition is not 
satisfied. This means that the channel has to be 
changed for preparing the minimum-security 
situation. 

The curve for the minimum-transmission 
value of the channel against g2 has been plotted 
and is presented in Fig. 2. The slope of the graph 
provides some information about choosing an 
SPS. 

 
Fig. 2. The curve of minimum transmission of the channel versus the second coherence function. The range of 

the second coherence function is selected according to the value of the several different SPSs, based on QD and 
carbon lattices, such as nitrogen-vacancy centers in diamond and carbon nanotubes.  

 

Fig. 2 shows that the difference of the 
minimum-transmission coefficient of the channel 
is in the order of 10-4; therefore, based on the 
proposed SPS, the most appropriate channel can 

be chosen. Otherwise, if it is not possible to 
change the channel, the source can be altered for 
preparing the security conditions for reliable 
communication. 

0.0 0.2 0.4 0.6 0.8 1.0

0.0 0.2 0.4 0.6 0.8 1.0

10-6

10-5

10-4

10-3

10-2

10-1

100

10-6

10-5

10-4

10-3

10-2

10-1

100

 g2=1
 g2=0.09
 g2=0

n (average)

Tr
an

sm
is

si
on



Article  Ahmadian et al. 

 20

4. Declarations 
Not applicable. 

5. Conclusions  
In this paper, quantum communication is 

considered consisting of a source, a relevant 
channel and a detector. Also, the impacts of the 
critical factors and the dispersion effect are 
modeled. The outcome presents the dispersion 
effects on the SP level of the source in long 
distances. The source of the emitted photons is 
supposed to be one of the real SPSs that are 
employed in various types of experiments. The 
range of the secure length for different kinds of 
the available SPSs can change approximately up 
to 1800 km. Since the value for the second 
coherence function of the existing real SPSs 
varies from 0.0028 to 1, considering the distance 
is another concern in selecting the SPSs and 
protecting the security of communication. 
Employing the results of this research can help 
in finding appropriate SPSs. 

6. Supplementary 
1. Characteristics of Single-photon Sources 

Whereas photons are nothing except an 
electromagnetic field, their quantum identity as 
single photons can be investigated by 
considering the electromagnetic field regarding 
quantum mechanical operators. As demonstrated 
in many educational books [20-24], it is 
supposed that the energy of electromagnetic field 
is confined in an environment such that cavity 
and its vector potential expand according to the 
discrete set of orthogonal mode functions. 
Therefore, it is quantized that:  

,ݎ)ାܣ (ݐ = ∑ ܥ  ܷ(ݎ) ݁ିఠೖ௧        (S1) 

where A is the vector potential as a function of 
location (r) and time (t), ܷ represents the vector 
mode functions and ߱ is the mode frequency. 

All these vector mode functions will satisfy 
the wave equation, and after solving the 
equation, it is found that:  

,ݎ)ܣ (ݐ = ∑ ( ℏ
ଶఠೖఌబ

)ଵ/ଶ[ ܽݑ(ݎ)݁ିఠೖ௧
 +

ܽ
றܷ

 ఠೖ௧]         (S2)݁(ݎ)∗

where ܽ
ற and ܽ  are creator and annihilator 

operation and ൣܽ
ற, ܽ൧ = 1; moreover, the 

corresponding field is: 

,ݎ)ܧ (ݐ = ݅ ∑ ( ℏ
ଶఠೖఌబ

)ଵ/ଶ[ ܷܽ(ݎ)݁ିఠೖ௧
 −

ܽ
றܷ

 ఠೖ௧].          (S3)݁(ݎ)∗

The above equation reveals that the electrical 
field is quantized as harmonic oscillators; i.e., 
we can interpret an electromagnetic-field state as 
a harmonic oscillator state: 

|߰⟩ = |݊⟩ = (ೖ
)ೖ

(ೖ!)భ/మ |0⟩ ݊ = 0, 1, 2, …      (S4) 

in which the quantization of the photon is as the 
quanta of the electromagnetic field.  

By considering n = 1 in Eq. (S4), the photon 
state is the state of the single photon and it 
means that the number of photons in that mode is 
one. In other words, there is just one photon in a 
special time and space, while the other photons 
certainly exist in another time or another space 
and there is no correlation between them. The 
mathematical interpretation of correlation 
function related to the number of photons, which 
is known as the second coherence function, is: 

݃(ଶ) = ൻாష(భ,௧భ)ாష(మ,௧మ)ாశ(మ,௧మ)ாశ(భ,௧భ)ൿ
⟨ாష(భ,௧భ)ாశ(భ,௧భ)⟩⟨ாష(మ,௧మ)ாశ(మ,௧మ)⟩     (S5) 

supposing that photons at different times are at 
the same place and employing Eqs. (S3) and 
(S5), the correlation function will be calculated 
as follows: 

݃(ଶ) = ൻாష(௧)ாష(ఛା௧)ாశ(ఛା௧)ாశ(௧)ൿ
⟨ாష(௧)ாశ(௧)⟩⟨ாష(ఛା௧)ாశ(ఛା௧)⟩ = ൻൿ

ൻൿమ =
⟨ො(ොିଵ)⟩

തమതതതത  .           (S6) 

In a single-photon state (n=1), Eq. (S6) 
corresponds to ݃(ଶ) = 0 and it confirms no 
correlation for single-photon state. It can be 
described that the memory of the first detected 
photon is lost even in zero time and no 
information is transferred between succeeding 
photons. 

All of the above descriptions were supposed 
under ideal conditions. However, it is acceptable 
that ideal devices and conditions are not 
introduced until now and there is no way except 
modeling them. One of the ideal conditions is 
that the modes are considered in a huge large-
size cavity, which is not a good assumption, 
while another one is the lack of ideal single- 
photon sources. The first one corresponds to 
single photons as wave packets and the second 
means that there is always a possibility to exit 
two or more photons from a source at the same 
time. In other words, photons are in the state 
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number |2⟩ or higher. By concentrating the real 
single-photon source, we can find that the 
correlation between the number of photons is not 
zero. In general, the second coherence function 
for a real single-mode source, which is in the 
state of |߰⟩ = ∑ ඥ(݅)∞

ୀ |݅⟩, can be 
demonstrated as [25]:  

݃(ଶ) = ⟨ො(ොିଵ)⟩
തమതതതത = ∑ ()(ିଵ)∞

సబ
തమ   

݃(ଶ) = ∑ ()(ିଵ)∞
సమ

തమ  .          (S7)  

Comparing ݃(ଶ) of the existing real single-
mode sources can be very informative. In this 
respect, some important kinds of single-photon 
sources are selected. These kinds are some non-
linear optical crystals (such as LiNbO3, KDP, 
BBO, …,), some isolated systems, such as single 
molecules, color centers, quantum dots, single 
ion and single atom in a cavity and ensemble 
systems, such as Rubidium (Rb) and Cesium 
(Cs). The second coherence function of a 
parametric down-conversion (PDC), which is a 
non-linear optical crystal, can be between 0.0014 
and 0.08; its value for a color center as an 
isolated system is 0.07 and for an ensemble of 
Rb atoms is 0.2 [26]. All these values represent 
that no existing single-photon source is an ideal 
one ݃(ଶ) = 0. 

2. BB84 Protocol 
Since the primary goal of this paper is 

dedicated to investigating the impact of the 
properties of single-photon sources on the 
security of quantum communication, it is worthy 
to review the first QKD protocol, BB84, to 
understand the role and importance of an ideal 
single-photon source to the security of this 
protocol. In BB84 protocol, which is developed 
by Charles Bennett and Gilles Brassard in 1984, 
there is a sender (Alice) who aims to exchange a 
random bit string as a key with a receiver (Bob) 
in a secure manner. An eavesdropper (Eve) tries 
to attack their communication and obtain any 
information.  

To make secure communication, Alice 
utilizes the superposition principle to encode the 
information and Bob employs quantum 
measurement for decoding. The basic steps of 
the BB84 protocol are as follows: 
1- Alice and Bob agree to attribute the bit value 

0 to the quantum states |0⟩, |+⟩ = ଵ
√ଶ

(|0⟩ +

|1⟩) and the bit value 1 to the quantum states 
|1⟩, |−⟩ = ଵ

√ଶ
(|0⟩ − |1⟩). 

2- Alice generates a truly random bit string 
using a quantum random number generator. 

3- Alice encodes each bit of her generated string 
randomly on either standard basis {|0⟩, |1⟩} 
or Hadamard basis {|+⟩, |−⟩} and sends the 
prepared qubits to Bob. 

4- Bob selects randomly one of two bases and 
measures the received qubits. So, the 
probability that Bob chooses the correct basis 
for measurement is 50%. If Bob measures the 
received qubit on an accurate basis, he will 
obtain the same bit value that Alice sent. 
However, if Bob chooses a wrong basis, he 
gets a correct value with a 50% chance. 

5- Alice and Bob announce their basis via a 
public classical channel and both of them 
discard the results for which Bob used a 
different basis. 

In the above description, the presence of an 
eavesdropper is ignored. Eve can employ several 
strategies to attack the QKD protocols. However, 
the laws of quantum mechanics ensure that Eve 
cannot get any information without leaving a 
signature of her activity. One of the most well-
known attacks on QKD protocols is the intercept 
& resend attack. In this attack, Eve employs the 
same strategy as Bob to obtain the information. 
She measures the qubits and according to the 
result of measurement, re-prepares a qubit to 
send to Bob. With a probability of 50%, Eve’s 
choice of basis does not coincide to that of Alice. 
So, she re-prepares a wrong state and sends it to 
Bob. Bob measures this wrongly prepared state 
on the same basis as Alice with the probability of 
50%. Therefore, in the presence of Eve, after 
checking the bases by Alice and Bob (step 5), 
around 25% of outcomes are erroneous [27] and 
the error lower than 25% =1/4 reveals secure 
communication.  

Photon-number splitting is another common 
attack which is related to lack of ideal single-
photon source. Realistic single-photon sources 
have a probability distribution in their photon 
number (n). In other words, the probability of 
having ݊ = 0 and ݊ ≥ 2 photons in the output of 
non-ideal single-photon source is non-zero. Eve 
can exploit this imperfection, keeping one of the 
photons and sending the rest to Bob. With this 
strategy, Eve can obtain information without 
introducing any additional error and being 
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detected by Bob, provided that the probability of 
the multi-photon state is less than the probability 
of the photon detection. In other words, Bob 
concludes that reducing the number of photons is 
related to detection issues, such as channel loss 
or detector limitations. So, for secure 
communication, the probability of detection 
should be more than the probability of multi-
photon state: Pdetect>P(m).  

3. Estimating the Security of the BB84 
Protocol 

For investigating the security of quantum 
communication protocols, effective components 
including sources, channels (optical fiber or free 
space for photon propagation) and detectors 
should be considered. In the beginning, a source 
model is considered [25] and its impacts on the 
security parameters will be estimated. According 
to this assumption, Eq. (S7) for this source leads 
to the following relation (by the assumption that 
the probability of sending the multi-photon state 
is limited to two-photon state): 

݃(ଶ) = ଶ(ଶ)
തమ    , (మ)തమ

ଶ
=  (S8)         . (2)

Eq. (S8) shows that the probability of 
emitting a two-photon state can be calculated as 
a function of the second-order coherence. 

Photons of the source are emitted by the 
probability p(n), cross-over the channel and are 
received by a detector, while the total absorption 
and transmission coefficients of the channel and 
the detector are L and T, respectively. If p(1) is 
the probability of emitting one photon and L is 
the absorption coefficient, then the probability of 
photon loss is p(1)  L and the probability of 
receiving the signal is p(1) - p(1)  L. In the 
same way, If p(2) is the probability of emitting 2 
photons, the probability of photon loss is p(2)  
 ଶ and the probability of receiving the signal isܮ
p(2) -p(2)  ܮଶ. If ܲ ௦ is the probability of 
receiving the signal n, then: 
(0) − .(0) ܮ =    ௦
(1) − .(0) ଵܮ =   ଵ ௦
(2) − .(2) ଶܮ =   ଶ ௦
(݊) − ܮ(݊)  = 1)(݊) (ܮ − = ܲ ௦  

௦ܲ = ܲ ௦ + ଵܲ ௦ + ଶܲ ௦ + ⋯  

௦ܲ = (0) − (0) × ܮ  + (1) − (1) ×
ଵܮ  + (2) − (2) × ଶܮ  + 1)(݊) +⋯  (ܮ −

(S9) 

The following probability function can 
interpret this formula: 

௦ܲ = ∑ 1)(݊) − (1 − ܶ))∞
ୀ      (S10) 

where T is the transmission coefficient and 
ܶ + ܮ = 1. 

By supposing that the receiving probability of 
the multi-photon state signals (n>1) is small, the 
following relation can be achieved: 

௦ܲ = ത݊ܶ .        (S11)  

The above relation is the result of modeling 
for receiving the signal. The next step in this 
article is to study a model for the detector and 
investigate its parameter impacts on the whole 
process of sending and receiving the signals. 
While detectors receive dark count in addition to 
the signal, the probability of signal detection is 
as follows: 

ௗܲ௧௧ = ௦ܲ + ݀ = ത݊ܶ + ݀     (S12) 

where d is the reference or dark-count detection 
limit. 

Some imperfections between the sending and 
receiving systems produce errors in the receiving 
system, e.g. the total signal cannot enter to a real 
detector and this is one kind of detector 
imperfections. In this case, we suppose a 
coefficient of the signal, µ, which is detected 
wrongly. Also, there is always a probability of 
dark-count detection and because it is accidental, 
its probability is ½. Generally, the probability of 
the signal error is different from that of the noise 
error and they can be considered separately. By 
this clarification, the error rate, which is defined 
as the ratio of the error detection probability to 
the total detection probability, will be shown as:  

݁ = ೝೝೝ 


=
ఓೞೌାௗ/ଶ


     (S13) 

where e is the error in detection.  

The protocol will be secure against the two 
QKD attacks (I&R and PNS) if the two 
conditions (Pdetect>P(m) and e>1/4) combine. By 
using Eqs. (S8) to (S13), it can be shown that the 
probability of the total transmission should 
follow the relation [25]: 

݁ = ೝೝೝ 


< 1/4   

ௗܲ௧௧ > 4. ܲ ௗ௧௧  →  ௗܲ௧௧ >
4 ቀߤ ௦ܲ + ௗ

ଶ
ቁ  →  ௗܲ௧௧ > ߤ4 ௦ܲ +

2d   
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ௗܲ௧௧ > (2) → ௗܲ௧௧ > (మ)തమ

ଶ
 .     (S14) 

By considering that all values are positive, 
combining two inequalities and employing Eqs. 
(S11) and (S12), the following relation, which is 
correct for real sources, can be attained:  

ௗܲ௧௧ > ߤ4 ௦ܲ + 2d + (మ)തమ

ଶ
→ nT + d >

(nT)ߤ4 + 2d + (మ)തమ

ଶ
  

(1 − nT(ߤ4 > ݀ + (మ)തమ

ଶ
  

ܶ > ଵ
ଵିସఓ

(ௗ
ത

+ ത(మ)

ଶ
) .        (S15) 
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